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ABSTRACT

The Right to Privacy is a fundamental aspect of
human dignity, liberty, and autonomy. In India, its
legal status was unclear until the landmark
Justice K.S. Puttaswamy v. Union of India (2017)
Jjudgment, which recognized privacy as a
fundamental right under Article 21 and linked it
with Articles 14 and 19. This review examines
post-Puttaswamy legal developments, including
Jjudicial interpretations, legislative responses, and
data protection initiatives. Using doctrinal
analysis of constitutional provisions, cases,
statutes, and scholarship, the study finds that the
Jjudgment significantly expanded individual rights
and influenced subsequent decisions. However,
balancing state interests with personal privacy
remains a challenge. The article concludes that
ongoing judicial oversight and legislative
refinement are crucial to safeguarding privacy,
especially in the digital era.
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rivacy is a fundamental value in democratic

societies, closely linked to human dignity,

autonomy, and personal liberty. It allows

individuals to make personal choices free
from unwarranted interference and is essential for
the meaningful exercise of other freedoms, such
as speech and expression. In India, the
constitutional status of privacy remained
uncertain until the landmark Justice K.S.
Puttaswamy v. Union of India (2017) judgment.
Earlier cases like M.P. Sharma (1954) and Kharak
Singh (1963) denied or limited privacy rights,
creating legal ambiguity. The Puttaswamy
decision clarified that privacy is a fundamental
right under Article 21, addressing concerns arising

from surveillance, digital governance, and
biometric technologies. This review article
examines the evolution of privacy post-

Puttaswamy, analyzes subsequent judicial and
legislative ~ developments, and  evaluates
challenges in balancing individual privacy with
legitimate State interests.
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Concept and Dimensions of the Right to Privacy

The Right to Privacy is a complex and evolving legal concept that protects the inner sphere of an
individual’s life from unjustified interference. At its core, privacy ensures that individuals are able to
live with dignity, autonomy, and freedom of choice. It allows a person to maintain control over personal
information, intimate decisions, and bodily integrity. In constitutional democracies, privacy acts as a
safeguard against excessive State power and social intrusion. The Supreme Court of India, in Justice
K.S. Puttaswamy v. Union of India, recognized privacy as an inherent and inalienable part of the right
to life and personal liberty guaranteed under Article 21 of the Constitution, while also locating it within
the broader framework of fundamental rights (Puttaswamy, 2017).

The scope of the Right to Privacy is broad and dynamic, adapting to social, technological, and political
changes. While privacy is not an absolute right, any restriction imposed upon it must satisfy
constitutional requirements, including legality, necessity, proportionality, and procedural safeguards
(Puttaswamy, 2017). This approach ensures a balance between individual freedoms and legitimate State
interests such as national security, public order, and welfare.

Types of Privacy

1. Informational Privacy: Informational privacy refers to an individual’s right to control the
collection, use, storage, and dissemination of personal data. In the contemporary digital
environment, personal data has become a valuable resource, often processed by governments,
corporations, and digital platforms. Unregulated data collection and surveillance pose serious
threats to individual autonomy and freedom. The Supreme Court emphasized that informational
privacy is central to protecting dignity in the digital age, as misuse of personal data can lead to
profiling, discrimination, and loss of personal freedom (Puttaswamy, 2017). This recognition has
played a crucial role in shaping India’s data protection regime and legislative efforts aimed at
regulating personal data.

2. Decisional Privacy: Decisional privacy safeguards an individual’s freedom to make personal and
intimate choices—such as marriage, family life, sexual orientation, and reproductive decisions—
without coercion. Indian courts have emphasized its link to autonomy and dignity. In Navtej Singh
Johar (2018) and Joseph Shine (2018), the Supreme Court affirmed that personal decisions are
protected from State interference, reinforcing privacy as a shield against societal and governmental
control.

3. Bodily Privacy: Bodily privacy relates to the protection of an individual’s physical body from
unwanted intrusion, coercion, or harm. It includes freedom from unlawful searches, forced medical
examinations, compulsory biometric identification, and intrusive surveillance practices. Bodily
integrity is closely linked with human dignity and personal liberty. The Supreme Court in
Puttaswamy emphasized that the human body is inviolable and that any interference must be
strictly justified by law and necessity (Puttaswamy, 2017). This dimension is particularly relevant
in contexts involving State surveillance, healthcare, and law enforcement, where the risk of abuse
of power is high.

Privacy as a Human Right and Constitutional Value

Privacy is widely recognized as a fundamental human right under international law. Article 12 of the
Universal Declaration of Human Rights and Article 17 of the International Covenant on Civil and
Political Rights protect individuals against arbitrary or unlawful interference with privacy, family,
home, or correspondence (UDHR, 1948; ICCPR, 1966). The Supreme Court in Puttaswamy explicitly
relied on international human rights norms to reinforce the constitutional status of privacy in India
(Puttaswamy, 2017).

Within the Indian constitutional framework, privacy functions not merely as an individual right but as
a core constitutional value that sustains democracy, rule of law, and constitutional morality. It enables
citizens to think freely, express dissent, and develop their personalities without fear of surveillance or
control. The recognition of privacy as a fundamental right reflects the Constitution’s commitment to
protecting individual dignity against arbitrary State action and adapting constitutional principles to
contemporary challenges.

Evolution of the Right to Privacy in India (Pre-Puttaswamy Era)

The development of the Right to Privacy in India prior to the Puttaswamy judgment reflects a gradual
and cautious judicial approach. For several decades, the Supreme Court did not explicitly recognize
privacy as a fundamental right, leading to uncertainty in constitutional interpretation. Instead, the
Court’s understanding of privacy evolved incrementally through a series of landmark judgments, laying
the foundation for its eventual recognition in 2017.
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Early Judicial Approach

In M.P. Sharma v. Satish Chandra (1954), the Supreme Court addressed whether search and seizure
powers violated fundamental rights. The Court held that the Indian Constitution did not explicitly
guarantee a Right to Privacy, unlike the Fourth Amendment in the United States, and therefore such
actions did not infringe any fundamental right. This case is widely regarded as the first clear judicial
rejection of privacy as a constitutional right in India. Similarly, in Kharak Singh v. State of Uttar Pradesh
(1963), the Court examined police surveillance under the Uttar Pradesh Police Regulations. The
majority held that the Constitution did not expressly recognize privacy and upheld measures such as
domiciliary visits at night as lawful. However, it struck down nocturnal visits as violative of Article 21°s
guarantee of personal liberty. Justice Subba Rao’s dissenting opinion, which recognized privacy as
integral to personal liberty, provided an early acknowledgment of the importance of privacy rights in
India.

Gradual Recognition of Privacy

The Supreme Court’s approach to privacy began evolving in Gobind v. State of Madhya Pradesh (1975),
where it cautiously implied the Right to Privacy within Article 21 and other fundamental rights. While
upholding certain surveillance regulations, the Court recognized that privacy is a fundamental right,
though not absolute, and may be subject to reasonable restrictions in the interest of the State. In R.
Rajagopal v. State of Tamil Nadu (1994), the Court explicitly affirmed privacy as part of life and
personal liberty under Article 21, protecting individuals from unauthorized publication except in matters
of public interest. Further, in PUCL v. Union of India (1997), the Court held that telephone tapping
constitutes a serious intrusion into privacy and must follow fair, just, and reasonable procedures, linking
privacy with Article 19(1)(a). Together, these decisions mark a gradual judicial shift from denial to
conditional recognition, paving the way for Puttaswamy (2017).

The Puttaswamy Judgment (2017): A Landmark Decision

The decision of the Supreme Court in Justice K.S. Puttaswamy v. Union of India (2017) represents a
watershed moment in Indian constitutional jurisprudence. It conclusively settled the long-standing
debate regarding the constitutional status of the Right to Privacy and fundamentally reshaped the
understanding of individual liberty in India.

Background of the Case

The case arose in the context of constitutional challenges to the Aadhaar scheme, which involved the
collection and use of biometric data of individuals by the State. The petitioner, Justice K.S. Puttaswamy
(Retd.), contended that the mandatory collection of biometric information violated the Right to Privacy
of citizens. During the proceedings, the Union of India argued that the Constitution did not recognize
privacy as a fundamental right, relying on earlier decisions such as M.P. Sharma and Kharak Singh.
Given the conflicting precedents, the matter was referred to a nine-judge Constitution Bench to
determine whether privacy is a fundamental right under the Indian Constitution (Puttaswamy, 2017).
Issues before the Supreme Court

The primary issue before the Court was whether the Right to Privacy is protected as a fundamental right
under Part III of the Constitution. Ancillary issues included whether earlier judgments denying such a
right were correctly decided and whether privacy could be derived from Articles 14, 19, and 21 of the
Constitution (Puttaswamy, 2017).

Key Holdings of the Judgment

The nine-judge Bench unanimously held that the Right to Privacy is a constitutionally protected
fundamental right. The Court ruled that privacy is intrinsic to life, liberty, dignity, and personal
autonomy, and therefore forms an essential part of the freedoms guaranteed by the Constitution
(Puttaswamy, 2017). The judgment emphasized that fundamental rights must be interpreted in a
purposive and evolving manner to meet contemporary societal needs.

Recognition of Privacy under Article 21

The Court categorically affirmed that the Right to Privacy is an integral component of Article 21, which
guarantees the right to life and personal liberty. It held that privacy encompasses the preservation of
personal intimacies, family life, bodily integrity, and decisional autonomy. Any restriction on privacy
must satisfy the tests of legality, legitimate state aim, proportionality, and procedural safeguards
(Puttaswamy, 2017).

Relationship with Articles 14 and 19

In addition to Article 21, the Court recognized that privacy is closely linked with other fundamental
rights, particularly Articles 14 and 19. Privacy acts as a necessary condition for the meaningful exercise
of freedoms such as speech, expression, movement, and association under Article 19. Arbitrary
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intrusions into privacy may also violate the guarantee of equality under Article 14 by enabling
discriminatory state action (Puttaswamy, 2017).

Overruling of M.P. Sharma and Kharak Singh

The Court expressly overruled the decision in M.P. Sharma v. Satish Chandra (1954), which had denied
the existence of a constitutional right to privacy. It also overruled the majority opinion in Kharak Singh
v. State of Uttar Pradesh (1963) to the extent that it rejected privacy as a fundamental right. At the same
time, the Court endorsed Justice Subba Rao’s dissent in Kharak Singh, acknowledging its progressive
interpretation of personal liberty (Puttaswamy, 2017). Overall, the Puttaswamy judgment established
privacy as a foundational constitutional value and laid the groundwork for subsequent judicial and
legislative developments in India.

Tests and Principles Laid Down in Puttaswamy

The Supreme Court in Justice K.S. Puttaswamy v. Union of India (2017) not only recognized the Right
to Privacy as a fundamental right but also laid down a structured constitutional framework to govern
any restriction imposed upon it. These tests and principles act as safeguards to prevent arbitrary
intrusion by the State and ensure a balance between individual liberty and public interest. The Court
emphasized that privacy is not an absolute right and may be curtailed only under constitutionally
permissible conditions (Puttaswamy, 2017).

e Legality; The first requirement laid down by the Court is the test of legality. Any action by the
State that infringes the Right to Privacy must have a clear and valid legal basis. This means that
executive or administrative action cannot curtail privacy in the absence of a law enacted by a
competent legislature. The Court stressed that mere executive instructions or vague policies are
insufficient to justify an invasion of privacy (Puttaswamy, 2017). This principle reinforces the rule
of law and ensures that individual rights are protected against arbitrary State action.

e Legitimate State Aim; The second requirement is that the law authorizing the infringement of
privacy must pursue a legitimate State aim. Such aims may include national security, public order,
prevention of crime, protection of public health, or safeguarding the rights of others. The Court
clarified that the State cannot rely on vague or undefined objectives to justify intrusions into
privacy. The legitimacy of the aim must be demonstrable and consistent with constitutional values
(Puttaswamy, 2017).

e Proportionality; The doctrine of proportionality forms the core of the privacy framework laid down
in Puttaswamy. According to this principle, the extent of interference with privacy must be
proportionate to the need for achieving the stated objective. The State must show that the measure
adopted is necessary, rationally connected to the aim, and that no less restrictive alternative is
available. Excessive or disproportionate interference with individual privacy would render the
action unconstitutional (Puttaswamy, 2017). This test ensures that State power is exercised in a
restrained and reasonable manner.

e Procedural Safeguards; The Court emphasized the importance of procedural safeguards to prevent
abuse of power. Any law that restricts privacy must provide adequate procedural protections, such
as oversight mechanisms, transparency, accountability, and remedies for affected individuals.
These safeguards ensure that the exercise of State power remains subject to judicial and
institutional scrutiny (PUCL, 1997; Puttaswamy, 2017). Procedural fairness is essential to
maintaining public trust and protecting constitutional rights.

e Privacy vs State Interest; A key principle emerging from Puttaswamy is the need to strike a balance
between individual privacy and legitimate State interests. The Court recognized that while privacy
is fundamental to dignity and autonomy, it cannot be used as a shield against lawful State action
undertaken for public welfare. However, the State bears the burden of justifying any intrusion into
privacy by satisfying all the prescribed tests. This balancing approach ensures that neither
individual rights nor collective interests are treated as absolute, preserving constitutional harmony
(Puttaswamy, 2017).

Post-Puttaswamy Judicial Developments

Following the landmark decision in Justice K.S. Puttaswamy v. Union of India (2017), the Supreme
Court of India significantly expanded and reinforced the scope of the Right to Privacy through a series
of progressive judgments. These decisions applied the principles laid down in Puttaswamy to diverse
constitutional contexts, thereby strengthening privacy as a foundational value of individual autonomy
and dignity.
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o Aadhaar Case (K.S. Puttaswamy v. Union of India, 2018): In the Aadhaar case, a Constitution
Bench examined the constitutional validity of the Aadhaar scheme in light of the Right to Privacy.
The Court upheld the scheme with certain limitations, recognizing that while the State may
collect biometric data for legitimate welfare purposes, such collection must satisfy the tests of
legality, legitimate aim, and proportionality (Puttaswamy, 2018). The Court struck down
provisions permitting private entities to use Aadhaar data and emphasized the need for robust
data protection mechanisms. This judgment demonstrated the practical application of privacy
principles in governance and digital identity systems.

e Navtej Singh Johar v. Union of India (2018): In Navtej Singh Johar, the Supreme Court
decriminalized consensual same-sex relationships by reading down Section 377 of the Indian
Penal Code. The Court held that sexual orientation is an essential attribute of privacy, dignity,
and personal autonomy. It emphasized that the State cannot intrude into the private lives of
individuals on the basis of societal morality (Navtej Singh Johar, 2018). This decision marked a
significant expansion of decisional privacy and affirmed the right of individuals to choose their
identity and relationships.

e Joseph Shine v. Union of India (2018): In Joseph Shine, the Supreme Court struck down Section
497 of the Indian Penal Code, which criminalized adultery. The Court held that the provision
violated the dignity, equality, and privacy of individuals by treating women as the property of
their husbands. Recognizing privacy as central to individual autonomy, the Court emphasized
that the State cannot regulate personal relationships within the private sphere of marriage (Joseph
Shine, 2018). This judgment further strengthened the constitutional protection of decisional
privacy.

e Anuradha Bhasin v. Union of India (2020): In Anuradha Bhasin, the Supreme Court examined
the constitutionality of prolonged internet shutdowns imposed in Jammu and Kashmir. While the
Court did not explicitly frame the issue solely in terms of privacy, it acknowledged that access to
the internet is integral to the exercise of fundamental rights, including freedom of expression and
personal liberty (Anuradha Bhasin, 2020). The judgment emphasized proportionality, necessity,
and procedural safeguards, indirectly reinforcing informational privacy in the digital age.

e Expansion of Privacy in Personal Autonomy and Dignity: Collectively, these post-
Puttaswamy decisions demonstrate a significant expansion of the Right to Privacy beyond mere
protection from surveillance. Privacy has been recognized as encompassing personal autonomy,
dignity, identity, and freedom of choice. The judiciary has increasingly emphasized that
constitutional morality must prevail over societal morality, ensuring that individual rights are not
sacrificed to majoritarian norms. These developments highlight privacy as a living constitutional
principle, continuously evolving to protect individuals against both State and social intrusion in
a modern democracy.

Right to Privacy and Data Protection Laws

The recognition of the Right to Privacy as a fundamental right has significantly influenced the
development of data protection laws in India. In an era dominated by digital technologies, extensive
data collection, and algorithmic decision-making, personal data has emerged as a valuable yet
vulnerable resource. The increasing involvement of both State and private entities in processing
personal information has heightened the risk of surveillance, profiling, and misuse, thereby
necessitating a comprehensive legal framework for data protection.

Need for a Data Protection Framework

The exponential growth of digital governance, e-commerce, social media platforms, and financial
technologies has resulted in large-scale collection and processing of personal data. In the absence of
adequate regulation, such practices can lead to serious violations of individual privacy, identity theft,
and discrimination. Prior to the recognition of privacy as a fundamental right, India lacked a dedicated
data protection law, relying instead on fragmented provisions under the Information Technology Act,
2000. The Supreme Court acknowledged that informational privacy is central to personal liberty and
dignity, thereby underscoring the urgent need for a robust data protection framework to regulate data
collection, storage, and usage (Puttaswamy, 2017).

Role of the Puttaswamy Judgment in Shaping Data Protection Discourse

The Puttaswamy judgment played a pivotal role in shaping India’s data protection discourse by
explicitly recognizing informational privacy as a core component of the Right to Privacy. The Court
observed that unchecked data collection poses serious threats to individual autonomy and emphasized
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that the State has a positive obligation to protect personal data (Puttaswamy, 2017). The judgment
recommended the establishment of a comprehensive data protection regime balancing individual rights
with legitimate State interests. Consequently, the decision served as the constitutional foundation for
subsequent legislative initiatives in the field of data protection.

Overview of the Digital Personal Data Protection Act

The Digital Personal Data Protection Act represents a significant legislative step toward regulating the
processing of personal data in India. The Act seeks to protect individuals’ personal data while enabling
lawful and legitimate data processing for governance and economic purposes. It outlines key principles
such as consent-based data processing, purpose limitation, data minimization, and accountability of data
fiduciaries. The Act also provides certain rights to data principals, including the right to access,
correction, and grievance redressal. Importantly, it reflects the proportionality framework laid down in
Puttaswamy by permitting reasonable restrictions in the interest of national security and public order.
Challenges in Implementation

Despite its progressive intent, the effective implementation of data protection law in India faces several
challenges. Concerns have been raised regarding broad exemptions granted to the State, limited
independence of the data protection authority, and weak enforcement mechanisms. Additionally, lack
of public awareness, technological capacity constraints, and compliance burdens on smaller entities
pose practical difficulties. Balancing innovation, economic growth, and privacy protection remains a
complex task. Without strong institutional safeguards and judicial oversight, the promise of data
protection risks remaining largely symbolic rather than transformative.

Impact on Governance and State Surveillance

The recognition of the Right to Privacy as a fundamental right has had a profound impact on governance
and State surveillance practices in India. While the State possesses legitimate authority to collect
information for governance, law enforcement, and national security, such powers must now be exercised
within constitutional limits. The Puttaswamy judgment significantly altered the legal framework by
subjecting surveillance measures to rigorous constitutional scrutiny.

o Surveillance Laws and Privacy Concerns: India’s surveillance regime is primarily governed by
statutory provisions such as the Indian Telegraph Act, 1885, and the Information Technology Act,
2000. These laws authorize interception and monitoring of communications for reasons including
public order and national security. However, unchecked surveillance poses serious risks to
individual privacy, freedom of expression, and democratic participation. The Supreme Court has
recognized that excessive or indiscriminate surveillance can have a chilling effect on civil liberties
(PUCL, 1997; Puttaswamy, 2017). Consequently, surveillance laws must now conform to the
constitutional tests of legality, necessity, and proportionality.

o Use of Technology by the State: The increasing use of advanced technologies such as biometric
identification, facial recognition systems, artificial intelligence, and data analytics has transformed
governance in India. While these technologies enhance administrative efficiency and security, they
also raise serious concerns regarding mass surveillance, data misuse, and lack of transparency. The
collection of biometric and digital data without adequate safeguards threatens informational and
bodily privacy. The judiciary has emphasized that technological advancement cannot justify the
erosion of fundamental rights and must operate within a constitutional framework (Puttaswamy,
2017).

e Balance between National Security and Individual Privacy: The Court has consistently
acknowledged that national security and public order are legitimate State interests that may justify
limited intrusions into privacy. However, such intrusions must not be excessive or arbitrary. The
Puttaswamy judgment clarified that privacy cannot be completely sacrificed in the name of security
and that the State bears the burden of demonstrating that surveillance measures are necessary and
proportionate to the objective sought to be achieved (Puttaswamy, 2017). This balancing approach
seeks to harmonize collective security with individual liberty.

o Judicial Oversight Mechanisms: Judicial oversight plays a critical role in ensuring accountability
and preventing abuse of surveillance powers. The Supreme Court has stressed the need for
procedural safeguards, such as independent review mechanisms, transparency, and remedies for
affected individuals (PUCL, 1997; Anuradha Bhasin, 2020). Courts act as constitutional guardians
by reviewing the legality and proportionality of surveillance actions. Effective judicial oversight
ensures that State surveillance remains subject to the rule of law and respects fundamental rights.
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Critical Analysis of the Puttaswamy Judgment
The Supreme Court’s decision in Justice K.S. Puttaswamy v. Union of India (2017) is widely regarded
as a landmark in Indian constitutional law. While the judgment has significantly advanced the protection
of individual liberties, a critical examination reveals both its strengths and limitations.
Strengths of the Judgment; One of the primary strengths of Puttaswamy is its unequivocal recognition
of the Right to Privacy as a fundamental right under Article 21, thereby resolving decades of judicial
ambiguity (Puttaswamy, 2017). The decision adopts a broad and purposive interpretation of privacy,
encompassing informational, decisional, and bodily dimensions. The judgment also lays down a clear
framework for evaluating restrictions on privacy, incorporating principles such as legality, legitimate
state aim, proportionality, and procedural safeguards (Puttaswamy, 2017). Furthermore, the Court’s
reliance on international human rights norms demonstrates a progressive and comparative approach,
aligning Indian jurisprudence with global standards (UDHR, 1948; ICCPR, 1966). By doing so, the
judgment strengthens the protection of personal autonomy, dignity, and freedom against arbitrary State
action.

e Ambiguities and Limitations: Despite its strengths, the judgment leaves certain ambiguities
unresolved. The Court did not explicitly define the exact contours of privacy in emerging contexts
such as artificial intelligence, mass surveillance, and digital platforms. While laying down broad
principles, it refrained from specifying the extent to which the State can balance privacy against
national security or public welfare, leaving room for interpretation in future cases (Puttaswamy,
2017). Additionally, the judgment does not address the mechanisms for implementing privacy
safeguards, particularly in relation to private actors, commercial data collection, and cross-border
data flows.

e Practical Challenges in Enforcement: The practical enforcement of privacy rights remains a
significant challenge. In the absence of comprehensive legislation at the time of the judgment,
protecting informational privacy against technological intrusions was difficult. Although the
Digital Personal Data Protection Act (2023) addresses some concerns, issues such as weak
regulatory oversight, broad State exemptions, and limited awareness among citizens continue to
hinder effective enforcement (Digital Personal Data Protection Act, 2023). Furthermore,
technological developments such as facial recognition, biometrics, and artificial intelligence pose
new threats that require continuous judicial and legislative vigilance.

e Judicial Activism vs. Constitutional Interpretation: The Puttaswamy judgment has also been
discussed in the context of judicial activism. Critics argue that the Court engaged in an expansive
interpretation of fundamental rights, effectively creating a new constitutional right without
legislative backing (Bhargava, 2018). Proponents, however, contend that the Court’s approach is
consistent with the evolving nature of constitutional interpretation and the doctrine of
constitutional morality, which requires the judiciary to protect fundamental rights against both
State and societal encroachments (Puttaswamy, 2017). This tension underscores the delicate
balance between judicial creativity and restraint in the Indian constitutional framework.

Comparative Perspective

The recognition and protection of the Right to Privacy vary across jurisdictions, but comparative
analysis provides valuable insights for the evolution of Indian jurisprudence. By examining
international practices, India can identify both strengths and gaps in its legal framework and judicial
approach to privacy.

e Right to Privacy in the USA: In the United States, the Right to Privacy is not explicitly mentioned
in the Constitution but has been inferred through judicial interpretation of various amendments.
Landmark decisions such as Griswold v. Connecticut (1965) recognized privacy in marital relations
under the “penumbras” of the First, Third, Fourth, and Ninth Amendments, establishing a
constitutional right to personal autonomy (Griswold v. Connecticut, 1965). Subsequently, Roe v.
Wade (1973) extended decisional privacy to reproductive choices, and Carpenter v. United States
(2018) recognized privacy in digital data, highlighting the evolving nature of privacy protections
in response to technological developments (Carpenter v. United States, 2018). The American
framework emphasizes judicial interpretation to balance individual liberties against State interests,
reflecting a robust, though case-driven, approach to privacy protection.

e Right to Privacy under the European Convention on Human Rights (ECHR): Under the
ECHR, the Right to Privacy is explicitly guaranteed in Article 8, which protects “the right to respect
for private and family life, his home and his correspondence” (European Convention on Human
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Rights, 1950). The European Court of Human Rights (ECtHR) has interpreted this right
expansively, encompassing informational, decisional, and bodily privacy. For instance, in S. &
Marper v. United Kingdom (2008), the Court held that retention of DNA and fingerprint data
violated the right to privacy, even in criminal justice contexts. The ECHR framework emphasizes
proportionality and necessity, requiring State interference to be justified, lawful, and proportionate,
thereby providing a structured and consistent methodology for adjudicating privacy claims.

o Lessons for Indian Jurisprudence: Comparative analysis offers several lessons for India. First,
explicit constitutional recognition, as in the ECHR, ensures clarity and strengthens enforceability,
suggesting the value of detailed legislative frameworks like the Digital Personal Data Protection
Act. Second, the US experience highlights the importance of judicial interpretation and incremental
evolution in response to societal and technological changes. Third, proportionality and necessity
tests used by the ECtHR can inform the balancing of individual privacy against public interest in
India (Puttaswamy, 2017). Finally, these examples underscore the need for continuous adaptation
of privacy law to protect personal autonomy, dignity, and informational rights in the face of digital
governance and emerging technologies.

Challenges and Future Implications

The recognition of the Right to Privacy as a fundamental right has created a robust constitutional
framework; however, contemporary developments present significant challenges and future
implications that demand careful attention.

o Digital Governance and Privacy Risks: The expansion of digital governance initiatives,
including Aadhaar, e-governance platforms, and online service delivery, has amplified the risks to
individual privacy. Centralized collection of personal data increases vulnerability to data breaches,
unauthorized access, and misuse. These developments highlight the need to strengthen legal,
institutional, and technological safeguards to protect citizens’ informational privacy (Puttaswamy,
2017). Without adequate protections, digital governance could paradoxically undermine the very
rights it seeks to facilitate.

o Emerging Technologies (Al, Facial Recognition): Technologies such as artificial intelligence,
facial recognition systems, biometric databases, and predictive analytics introduce new privacy
challenges. While they improve efficiency in security, health, and law enforcement, they also
enable mass surveillance and algorithmic profiling. The potential for misuse requires proactive
regulation, transparency, and accountability to prevent disproportionate intrusions into personal
autonomy and dignity (Puttaswamy, 2017).

e Need for Stronger Institutional Safeguards: Effective privacy protection necessitates the
establishment of independent and empowered institutional mechanisms, including a robust data
protection authority, clear guidelines for data processing, and oversight mechanisms to monitor
compliance. Currently, gaps in enforcement, limited public awareness, and broad State exemptions
under existing laws weaken the protection of privacy. Strengthening institutional safeguards is
crucial to ensuring meaningful implementation of privacy rights (Digital Personal Data Protection
Act, 2023).

o Future Role of the Judiciary: The judiciary will continue to play a critical role in shaping the
trajectory of privacy protection in India. Courts are expected to interpret privacy rights in light of
emerging technological and social developments, balancing individual liberties with legitimate
State interests. Judicial review will remain a key mechanism to prevent abuse of power and ensure
adherence to constitutional morality (Puttaswamy, 2017; Anuradha Bhasin, 2020).

Conclusion

The Right to Privacy in India has evolved from an uncertain and limited concept to a constitutionally
recognized fundamental right, culminating in the landmark Puttaswamy judgment of 2017. This
judgment not only affirmed privacy under Article 21 but also linked it to Articles 14 and 19, thereby
integrating privacy into the broader framework of fundamental rights. Preceding judicial decisions such
as R. Rajagopal and PUCL v. Union of India laid the groundwork, but Puttaswamy provided a
comprehensive and structured approach to safeguarding privacy in contemporary society. Post-
Puttaswamy jurisprudence, including cases such as Navtej Singh Johar, Joseph Shine, and Anuradha
Bhasin, has expanded the scope of privacy to encompass personal autonomy, decisional freedom, bodily
integrity, and informational rights. At the same time, legislative initiatives such as the Digital Personal
Data Protection Act aim to operationalize these rights in the digital era. Despite these advancements,
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challenges remain, particularly in the areas of digital governance, emerging technologies, and
institutional enforcement.

In the long term, the Puttaswamy judgment holds transformative significance for Indian constitutional
law. It establishes a dynamic framework for balancing individual rights with legitimate State interests,
guides judicial scrutiny of surveillance and data practices, and informs policy formulation for privacy
protection. Moving forward, law and policy reforms should focus on strengthening institutional
safeguards, ensuring accountability of private and public actors, and continuously adapting legal
standards to technological and societal changes. By doing so, India can uphold the constitutional values
of dignity, autonomy, and freedom in an increasingly digital world.
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